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1. [bookmark: _Toc396220832]Project Description

The Soft Layer1 Switch (S1S) application replaces expensive proprietary layer 1 switches used in remote labs with OpenFlow enabled switches. Switches such as HP ProVision or Comware switches could be used with the application.

The OpenFlow switches are managed via a web based SDN application (S1S).

2. [bookmark: _Toc396220833]Patch Panel basics

Refer to this article for details on traditional patch panels:
 http://en.wikipedia.org/wiki/Patch_panel

This application will provide in the initial phase port mapping (patching) on individual switches. For example, the application will specify that all traffic that arrives on port 1 on switch 1 will go out of port 2 on switch 1. All traffic that arrives on port 2 on switch 1 will go out of port 1 on switch 1.

Note: There is no need to cable multiple switches to each other. So do not try to configure that traffic that arrives on port 1 on switch 1 goes to port 2 on switch 2. That is not necessary.
3. [bookmark: _Toc396220834]Advantages

Advantages for lab providers include:
· Save money by repurposing traditional more cost effective devices such as 3500yl switches as layer 1 switches.
· Use open standard protocols such as OpenFlow to update multiple switches from a single graphical user interface.
· Easily add more capacity by adding additional switches.
· Dynamically update network cabling without physically re-cabling.
· Integrate with ClientlessLabs for a simple GUI lab interface using only a web browser (ClientLess is a separate application providing full lab access without any client software installation).
· Use emerging technologies such as SDN and OpenFlow.
4. [bookmark: _Toc396220835]Background

The HP VAN SDN Controller is an SDN controller using multiple southbound protocols including OpenFlow, Netconf and SNMP. Northbound APIs include Java and RESTful API

OpenFlow is a southbound protocol that can be used to update the flow tables on switches in a classic SDN environment. 

The RESTful API is a northbound protocol that can be used for updating the flow tables of switches via an SDN controller. 
5. [bookmark: _Toc396220836]Infrastructure requirements

The application runs within an SDN environment and therefore requires an SDN infrastructure consisting of at least the following:
· One OpenFlow enabled switch
· Examples: HP 3500yl, HP 5900
· Version 1.3 of OpenFlow
· HP VAN SDN Controller licenses for the number of switches used in the topology
· SNMP configured on switches
· Server to run the Virtual machine appliance.
· The application is delivered as a Ubuntu VM which includes the HP VAN SDN controller and S1S application preinstalled.
· Controller and S1S licenses need to added using the provided S1S interface.
6. [bookmark: _Toc396220837]Application development requirements

The application will have the following high level requirements:
· Phase 1
· Written in PHP or Python or another web based development language.
· Use a minimum of version 2.3 of the HP VAN SDN Controller software.
· Authenticate against HP VAN SDN Controller and retrieve a token.
· Query controller to determine available OpenFlow switches.
· Save switch information into a database.
· Determine if switch is currently online or offline using relevant controller REST API.
· User to be able to retrieve list of switches at any time (even if offline).
· Determine ports available on switch.
· Save switch port information into a database.
· Update switch port information if switch ports change (module card change etc)
· Provide a GUI to link ports on switch with other ports (patch panel links)
· Connect devices to switch to create a topology
· Drag and drop devices to discovered ports
· Phase 2
· Internal component on controller that exposes REST APIs for use by external application.
· Alert user if port goes down.
[bookmark: _Toc396220838]

7. Login Page:

When navigating to the SoftLayer1 Switch (S1S) application, a user should be presented with a login page. Only authorized users should be allowed access.

Example:
[image: ]

8. [bookmark: _Toc396220839]Controller IP addresses:

This information is manually specified.

List of controllers:

	Controller Name
	IP address

	Controller in Lab1
	192.168.56.7

	Controller in Lab2
	192.168.56.8

	....<more>
	....<more>....



Information must be saved in a database or other persistent storage.
[bookmark: _Toc396220840]

9. Controller Username and Password:

A user should be able to specify the username and password used for Controller authentication.
This information is manually specified, but controller IP addresses are retrieved from 7 above.

	Controller
	Username
	Password

	192.168.56.7
	Sdn
	Skyline

	192.168.56.8
	user1
	user1pass

	....<more>
	....<more>....



Information must be saved in a database or other persistent storage.
10. [bookmark: _Toc396220841]Managed switches:

The managed switches page displays OpenFlow managed switches. This information is retrieved using both OpenFlow and SNMP on the southbound API. The S1S application will use REST (phase 1) or Java (phase 2) to retrieve this information directly from the controller.

	Serial Number
	DPID
	IP Address
	Name
	OpenFlow Version
	Vendor
	Model
	Code Version

	SG630TF013
	00:0a:00:17:a4:7e:31:80
	192.168.56.101
	3500yl-1
	1.3.0
	HP 
	Switch 3500yl-24G
	K.15.14.0003

	SG630TF014
	00:0a:78:ac:c0:19:bd:c0
	192.168.56.100
	3500yl-2
	1.3.0
	HP 
	Switch 3500-24-PoE
	K.15.14.0003

	<more>
	
	
	
	
	
	
	



This information should be updated in the database every 300 seconds or when a user refreshes the page.

Information must be saved in a database or other persistent storage.

If the negotiated version of OpenFlow is not 1.3, then the switch entry should display in red or another way to highlight that only 1.3 is supported.
[bookmark: _Toc396220842]
See REST API documentation below for more information on how to retrieve this information from a controller:
· Section 14.1 to get token
· Section 14.2 to get DPID information
· Section 14.3 to get more device information like name, code version etc.


11. Switch Ports:

When clicking on a switch entry, the ports on the switch should be shown:

	Port ID
	Port Name
	Patched to Port
	State
	Current Features

	1
	1
	2
	live
	rate_00mb_fd, rate_1tb_fd

	2
	2
	1
	live
	

	3
	3
	20
	link_down
	

	4
	4
	-
	live
	rate_1gb_fd, rate_1tb_fd

	<more>
	
	
	
	



This information should be updated in the database every 60 seconds or when a user refreshes the page.

Table populated as follows:
· Port ID, Port Name, State and Current Features are retrieved from the REST API in section 13.4.
· Patched to Port is manually set in section 11 and  section 12.

See REST API documentation below for more information.
· Section 14.1 to get token
· Section 14.2 to get DPID information
· Section 14.4 to get port information
· Patched to Port need to retrieved from saved information in database

[bookmark: _Toc396220843]

12. Patch two ports:

When a user clicks on a port on a switch, they need to be able to bind one port to another port. In other words, 1 port is bound or linked to another port.
				
Switch Name: 3500-1
DPID: 00:0a:00:17:a4:7e:31:80

	Port A:
	Port B:

	Dropdown of ports on switch				

	Dropdown of other ports (refreshed when user changes Port 1)




Example:
	Port A:
	Port B:

	2
	1

	
	

	SAVE BUTTON
	




These needs to be a dropdown or similar so the customer can select ports from a list.

Both sides should be automatically updated in the table based on the DPID of the switch. In other words, two flow modifications are required as per 14.5 for bi-directional traffic flow.

User must be able to save this to a database.

Flow entry values should be permanent on switches and updated when the user saves the data or every 10 minutes (user configurable).

When the customer saves the information, a REST API call must update the flow entries.

See REST API documentation below for more information.
· Section 14.1 to get token
· Section 14.2 to get DPID information
· Section 14.4 to get port information
· Section 14.5 to set flow information


13. [bookmark: _Toc396220844]Patched port report

A user needs to view which ports are patched. They will need to do this on a per switch basis.

· Port information should be retrieved from the controller.
· Port description needs to be user configurable.
	

Switch 1 port report:		

	Port A
	Port A Description
	Port B
	Port B Description

	1	
	Host A
	2
	Host B

	2
	Host B
	1
	Host A

	3
	Router 1
	20
	Router 2

	4
	
	10
	

	5
	
	
	

	6
	
	
	

	7
	
	18
	

	8
	
	
	

	9
	
	
	

	10
	
	4
	

	11
	
	
	

	12
	
	
	

	13
	
	
	

	14
	
	
	

	15
	
	
	

	16
	
	
	

	17
	
	
	

	18
	
	7
	

	19
	
	
	

	20
	Router 2
	3
	Router 1

	21
	
	
	

	22
	
	
	

	23
	
	
	

	24
	
	
	




Flow entry values should be permanent on switches and updated when the user saves the data or every 10 minutes (user configurable).

See REST API documentation below for more information.
· Section 14.1 to get token
· Section 14.2 to get DPID information
· Section 14.4 to get port A information
· Port A Description needs to retrieved from saved information in database. This is user configurable.
· Port B needs to retrieved from saved information in database. This is user configurable.
· Port B Description needs to retrieved from saved information in database. This is user configurable
14. [bookmark: _Toc396220845]REST API information

This section shows samples REST API calls and information retrieved from the Controller.

14.1. [bookmark: _Toc396220846] Get token REST API call:

This is an example of the REST API for retrieving a token from the controller:

Controller IP address needs to be user configurable (192.168.56.7 used in this example).

Example information:
IP address of controller = 192.168.56.7
Username = sdn
Password = skyline


API URL: 
https://192.168.56.7:8443/sdn/v2.0/auth

Example cURL command:

curl -sk -H 'Content-Type:application/json' -d '{"login":{"user":"sdn","password":"skyline","domain":"sdn"}}' https://192.168.56.7:8443/sdn/v2.0/auth

Example information returned by controller:

{"record":{"token":"be47cf7dd0404098a866e7dd079c4714","expiration":1391279605000,"expirationDate":"2014-02-01 10-33-25 -0800","userId":"f897ec7fea854044a90043d5d75b7cf2","userName":"sdn","domainId":"176974c2fbb24a178f65d4d5d8045515","domainName":"sdn"}}

Information to extract:
The token should be extracted and stored for subsequent use. This token is valid for 24 hours.
Example: be47cf7dd0404098a866e7dd079c4714

The token is referenced in other API calls in this document as $token.


14.2. [bookmark: _Toc396220847]DPID retrieval:

Retrieve a list of datapaths (DPIDs).

JSON shows the information in an easier to read format. However, the application needs to extract the information and display the information in an easy to ready webpage for the user.

Controller IP address needs to be user configurable (192.168.56.7 used in this example).

Example information:
IP address of controller = 192.168.56.7 
$token = token as retrieved in 14.1


API URL: 
https://192.168.56.7:8443/sdn/v2.0/of/datapaths

Example cURL command without JSON:
curl -sk -H "X-Auth-Token:$token" https://192.168.56.7:8443/sdn/v2.0/of/datapaths

Example information returned:

{"datapaths":[{"dpid":"00:0a:00:17:a4:7e:31:80","negotiated_version":"1.0.0","ready":"2014-08-18T18:30:36.748Z","last_message":"2014-08-18T18:55:28.879Z","num_buffers":0,"num_tables":255,"mfr":"HP Networking","hw":"BTTF","sw":"VER 1.0","serial":"None","desc":"None","device_ip":"192.168.56.101","device_port":53918,"capabilities":["flow_stats","table_stats","port_stats","stp","queue_stats","arp_match_ip"]},{"dpid":"00:0a:78:ac:c0:19:bd:c0","negotiated_version":"1.3.0","ready":"2014-08-18T18:30:30.344Z","last_message":"2014-08-18T18:55:28.378Z","num_buffers":0,"num_tables":3,"mfr":"HP Networking","hw":"BTTF","sw":"Ver 1.3","serial":"None","desc":"None","device_ip":"192.168.56.100","device_port":50083,"capabilities":["flow_stats","table_stats","port_stats","group_stats","port_blocked"]}]}

Example cURL command with JSON:
curl -sk -H "X-Auth-Token:$token" https://192.168.56.7:8443/sdn/v2.0/of/datapaths | python -mjson.tool | more

Example information returned by controller:

{
    "datapaths": [
        {
            "capabilities": [
                "flow_stats", 
                "table_stats", 
                "port_stats", 
                "stp", 
                "queue_stats", 
                "arp_match_ip"
            ], 
            "desc": "None", 
            "device_ip": "192.168.56.101", 
            "device_port": 53918, 
            "dpid": "00:0a:00:17:a4:7e:31:80", 
            "hw": "BTTF", 
            "last_message": "2014-08-18T19:09:13.411Z", 
            "mfr": "HP Networking", 
            "negotiated_version": "1.0.0", 
            "num_buffers": 0, 
            "num_tables": 255, 
            "ready": "2014-08-18T18:30:36.748Z", 
            "serial": "None", 
            "sw": "VER 1.0"
        }, 
        {
            "capabilities": [
                "flow_stats", 
                "table_stats", 
                "port_stats", 
                "group_stats", 
                "port_blocked"
            ], 
            "desc": "None", 
            "device_ip": "192.168.56.100", 
            "device_port": 50083, 
            "dpid": "00:0a:78:ac:c0:19:bd:c0", 
            "hw": "BTTF", 
            "last_message": "2014-08-18T19:09:14.080Z", 
            "mfr": "HP Networking", 
            "negotiated_version": "1.3.0", 
            "num_buffers": 0, 
            "num_tables": 3, 
            "ready": "2014-08-18T18:30:30.344Z", 
            "serial": "None", 
            "sw": "Ver 1.3"
        }
    ]
}



Information to extract:
The following information needs to be extracted and populate table in section 9.

Switch 1:
dpid: 00:0a:00:17:a4:7e:31:80
device_ip: 192.168.56.101
Manufacturer (mfr): HP Networking
Serial: None
OpenFlow version (negotiated_version): 1.0.0

Switch 2:
dpid: 00:0a:78:ac:c0:19:bd:c0   
device_ip: 192.168.56.100
Manufacturer (mfr): HP Networking
Serial: None
OpenFlow version (negotiated_version): 1.3.0


14.3. [bookmark: _Toc396220848]SNMP retrieval of single device

Once a device DPID has been discovered, additional information about the device can be retrieved using SNMP. The application will still use the REST API to retrieve the information.

Controller IP address needs to be user configurable (192.168.56.7 used in this example).

Example information:
IP address of controller = 192.168.56.7 
$token = token as retrieved in 14.1
DPID  = 00:0a:00:17:a4:7e:31:80

API URL: 
https://192.168.56.31:8443/sdn/v2.0/net/devices/<DPID>

Example cURL command without JSON:
curl -sk -H "X-Auth-Token:$token" https://192.168.56.31:8443/sdn/v2.0/net/devices/00:0a:00:17:a4:7e:31:80 


Example cURL command with JSON:
curl -sk -H "X-Auth-Token:$token" https://192.168.56.31:8443/sdn/v2.0/net/devices/00:0a:00:17:a4:7e:31:80 | python -mjson.tool | more


Example information returned by controller with JSON:

{
    "Device Status": "Online", 
    "device identity": {
        "contact": "David Bombal", 
        "description": "", 
        "device type": "J8692A", 
        "fw": "K.15.14.0003", 
        "ip": "192.168.56.101", 
        "location": "1 Oxford Street, London, England", 
        "name": "3500yl-2", 
        "product": "Switch 3500yl-24G", 
        "serial": "SG630TF013", 
        "vendor": "HP"
    }, 
    "if count": 9, 
    "uid": "00:0a:00:17:a4:7e:31:80"
}





14.4. [bookmark: _Toc396220849]Get ports on a switch:

This API call retrieves a list of ports on a switch that are OpenFlow enabled.

The switch used in this example has a DPID of 00:00:00:00:00:00:00:01
The DPID will changed depending on the switch queried.

This information is used in the table in section 10, section 11 and section 12.

Controller IP address needs to be user configurable (192.168.56.7 used in this example).

Example information:
IP address of controller = 192.168.56.7 
$token = token as retrieved in 14.1


API URL: 
https://192.168.56.7:8443/sdn/v2.0/of/datapaths/<DPID_OF_SWITCH>/ports

Example cURL command without JSON:
curl -sk -H "X-Auth-Token:$token" https://192.168.56.7:8443/sdn/v2.0/of/datapaths/00:00:00:00:00:00:00:01/ports | python -mjson.tool | more

Example information returned by controller (24 port switch):
{"version":"1.0.0","ports":[{"id":"1","name":"s1-eth1","mac":"8a:e8:19:22:33:66","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"2","name":"s1-eth2","mac":"52:61:8a:ff:ba:13","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"3","name":"s1-eth3","mac":"46:65:b3:f5:34:c1","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"4","name":"s1-eth4","mac":"46:8b:88:37:0a:dd","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"5","name":"s1-eth5","mac":"aa:29:7f:cb:ee:55","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"6","name":"s1-eth6","mac":"3e:df:e4:16:d3:d5","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"7","name":"s1-eth7","mac":"b6:84:c3:07:12:00","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"8","name":"s1-eth8","mac":"76:1a:86:4e:37:3e","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"9","name":"s1-eth9","mac":"2a:a0:8a:8f:1c:39","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"10","name":"s1-eth10","mac":"4e:c5:a7:e0:72:4e","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"11","name":"s1-eth11","mac":"ba:c6:da:f2:54:63","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"12","name":"s1-eth12","mac":"6e:06:41:1e:cc:bf","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"13","name":"s1-eth13","mac":"8e:15:62:4a:2a:d4","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"14","name":"s1-eth14","mac":"e2:2a:af:5c:2f:91","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"15","name":"s1-eth15","mac":"3e:97:c6:00:a0:6f","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"16","name":"s1-eth16","mac":"aa:9c:08:3b:ea:be","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"17","name":"s1-eth17","mac":"3a:98:95:53:b1:dc","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"18","name":"s1-eth18","mac":"96:a0:a3:43:3e:e0","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"19","name":"s1-eth19","mac":"22:1b:ce:36:94:3a","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"20","name":"s1-eth20","mac":"7e:f9:b1:5e:c4:2e","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"21","name":"s1-eth21","mac":"12:5c:85:8a:8a:ce","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"22","name":"s1-eth22","mac":"9e:fb:b7:24:97:73","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"23","name":"s1-eth23","mac":"62:57:70:ca:83:d1","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"24","name":"s1-eth24","mac":"56:1b:a8:d6:2a:48","config":[],"state":["stp_listen"],"current_features":["rate_10gb_fd","copper"],"advertised_features":[],"supported_features":[],"peer_features":[]},{"id":"LOCAL","name":"s1","mac":"be:ed:1e:c2:02:4e","config":["port_down"],"state":["link_down","stp_listen"],"current_features":[],"advertised_features":[],"supported_features":[],"peer_features":[]}]}


Example cURL command with JSON:
curl -sk -H "X-Auth-Token:$token" https://192.168.56.7:8443/sdn/v2.0/of/datapaths/00:00:00:00:00:00:00:01/ports | python -mjson.tool | more

Example information returned by controller (24 port switch):

{
    "ports": [
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "1", 
            "mac": "8a:e8:19:22:33:66", 
            "name": "s1-eth1", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "2", 
            "mac": "52:61:8a:ff:ba:13", 
            "name": "s1-eth2", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "3", 
            "mac": "46:65:b3:f5:34:c1", 
            "name": "s1-eth3", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "4", 
            "mac": "46:8b:88:37:0a:dd", 
            "name": "s1-eth4", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "5", 
            "mac": "aa:29:7f:cb:ee:55", 
            "name": "s1-eth5", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "6", 
            "mac": "3e:df:e4:16:d3:d5", 
            "name": "s1-eth6", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "7", 
            "mac": "b6:84:c3:07:12:00", 
            "name": "s1-eth7", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "8", 
            "mac": "76:1a:86:4e:37:3e", 
            "name": "s1-eth8", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "9", 
            "mac": "2a:a0:8a:8f:1c:39", 
            "name": "s1-eth9", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "10", 
            "mac": "4e:c5:a7:e0:72:4e", 
            "name": "s1-eth10", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "11", 
            "mac": "ba:c6:da:f2:54:63", 
            "name": "s1-eth11", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "12", 
            "mac": "6e:06:41:1e:cc:bf", 
            "name": "s1-eth12", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "13", 
            "mac": "8e:15:62:4a:2a:d4", 
            "name": "s1-eth13", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "14", 
            "mac": "e2:2a:af:5c:2f:91", 
            "name": "s1-eth14", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "15", 
            "mac": "3e:97:c6:00:a0:6f", 
            "name": "s1-eth15", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "16", 
            "mac": "aa:9c:08:3b:ea:be", 
            "name": "s1-eth16", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "17", 
            "mac": "3a:98:95:53:b1:dc", 
            "name": "s1-eth17", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "18", 
            "mac": "96:a0:a3:43:3e:e0", 
            "name": "s1-eth18", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "19", 
            "mac": "22:1b:ce:36:94:3a", 
            "name": "s1-eth19", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "20", 
            "mac": "7e:f9:b1:5e:c4:2e", 
            "name": "s1-eth20", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "21", 
            "mac": "12:5c:85:8a:8a:ce", 
            "name": "s1-eth21", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "22", 
            "mac": "9e:fb:b7:24:97:73", 
            "name": "s1-eth22", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "23", 
            "mac": "62:57:70:ca:83:d1", 
            "name": "s1-eth23", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [], 
            "current_features": [
                "rate_10gb_fd", 
                "copper"
            ], 
            "id": "24", 
            "mac": "56:1b:a8:d6:2a:48", 
            "name": "s1-eth24", 
            "peer_features": [], 
            "state": [
                "stp_listen"
            ], 
            "supported_features": []
        }, 
        {
            "advertised_features": [], 
            "config": [
                "port_down"
            ], 
            "current_features": [], 
            "id": "LOCAL", 
            "mac": "be:ed:1e:c2:02:4e", 
            "name": "s1", 
            "peer_features": [], 
            "state": [
                "link_down", 
                "stp_listen"
            ], 
            "supported_features": []
        }
    ], 
    "version": "1.0.0"
}



14.5. [bookmark: _Toc396220850]Set flows to update ports

This REST API call updates the flow tables on switches to set the port mappings.

Controller IP address needs to be user configurable (192.168.56.7 used in this example).
DPID should be based on selected switch.

Example information:
IP address of controller = 192.168.56.7 
$token = token as retrieved in 14.1


API URL: 
In this example, a DPID of 00:0a:00:17:a4:7e:31:80 is used:
https://192.168.56.5:8443/sdn/v2.0/of/datapaths/00:0a:00:17:a4:7e:31:80/flows

Example cURL script:
In this example, a DPID of 00:0a:00:17:a4:7e:31:80 is updated with two flows entries:
· Traffic arriving on port 24 is sent out of port 23
· Traffic arriving on port 23 is sent out of port 24:


payload01='{
    "flow": {
        "priority": 50000,
        "idle_timeout": 500,
        "match": [
            {"in_port": "24"}
        ],
        "instructions": [{"apply_actions": [{"output": "23"}]}]
    }
}'

payload02='{
    "flow": {
        "priority": 50000,
        "idle_timeout": 500,
        "match": [
            {"in_port": "23"}
        ],
        "instructions": [{"apply_actions": [{"output": "24"}]}]
    }
}'

echo $payload01 > 01
echo $payload02 > 02

curl -sk -H "X-Auth-Token:$token" -X POST -H 'Content-Type:application/json' -d @01 https://192.168.56.7:8443/sdn/v2.0/of/datapaths/00:0a:00:17:a4:7e:31:80/flows

curl -sk -H "X-Auth-Token:$token" -X POST -H 'Content-Type:application/json' -d @02 https://192.168.56.31:8443/sdn/v2.0/of/datapaths/00:0a:00:17:a4:7e:31:80/flows

Example information returned:
Nothing is return unless there is an error.
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